
Tenable Nessus Security Report 
Start Time: Sun Feb 18 18:33:32 2007 Finish Time: Sun Feb 18 18:34:42 2007 

192.168.20.3

192.168.20.3 2 Open Ports, 72 Notes, 0 Warnings, 0 Holes. 

192.168.20.3 [Return to top]

general/tcp 

It was possible to log into the remote host using the supplied password 
The output of "uname -a" is : 
Linux megalon 2.6.9-34.EL #1 Wed Mar 8 00:07:35 CST 2006 i686 athlon 

i386 GNU/Linux 
 
Local security checks have been enabled for this host. 
Plugin ID : 12634 
 

Synopsis : 
 

It is possible to enumerate installed software on the remote host, via SSH. 
 

Description : 

 
This plugin lists the software installed on the remote host by calling the 
appropriate command (rpm -qa on RPM-based Linux distributions, etc...) 
 

Solution: 
 
Remove software that is not compliant with your company policy. 
 

Risk Factor :  
 
None 

Plugin output: 
 

Here is the list of packages installed on the remote CentOS Linux system :  
redhat-logos-1.1.26-1.centos4|(none) 
basesystem-8.0-4|(none) 
glibc-2.3.4-2.13|(none) 
chkconfig-1.3.13.2-1|(none) 
expat-1.95.7-4|(none) 
iputils-20020927-18.EL4.1|(none) 

libselinux-1.19.1-7|(none) 
checkpolicy-1.17.5-1|(none) 
libtermcap-2.0.8-39|(none) 
audit-1.0.3-6.EL4|(none) 
ncurses-5.4-13|(none) 
perl-5.8.5-16.RHEL4|3 
rpmdb-CentOS-4.2-0.20051011|2 

usbutils-0.11-6.1|(none) 
info-4.7-5|(none) 
findutils-4.1.20-7|1 
ash-0.3.8-20|(none) 
module-init-tools-3.1-0.pre5.3|(none) 
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python-2.3.4-14.1|(none) 
sed-4.1.2-4|(none) 

MAKEDEV-3.15-2|(none) 
cracklib-2.7-29|(none) 
policycoreutils-1.18.1-4.7|(none) 
util-linux-2.12a-16.EL4.11|(none) 
cyrus-sasl-md5-2.1.19-5.EL4|(none) 
passwd-0.68-10.1|(none) 

mkinitrd-4.2.1.6-1|(none) 
kbd-1.12-2|(none) 
mailcap-2.1.17-1|(none) 
specspo-9.0.92-1.3|(none) 
dosfstools-2.8-15|(none) 
hesiod-3.0.2-30|(none) 
libgpg-error-1.0-1|(none) 

lrzsz-0.12.20-19|(none) 
bzip2-1.0.2-13.EL4.2|(none) 
lksctp-tools-1.0.2-6.4E.1|(none) 
net-snmp-libs-5.1.2-11.EL4.6|(none) 
patch-2.5.4-20|(none) 
fbset-2.1-17|(none) 
procmail-3.22-14|(none) 

htmlview-3.0.0-8|(none) 
setarch-1.6-1|(none) 
statserial-1.1-35|(none) 
telnet-0.17-31.EL4.3|1 
unzip-5.51-7|(none) 
crash-4.0-2|(none) 

elfutils-0.97-5|(none) 
krb5-workstation-1.3.4-17|(none) 
libxslt-1.1.11-1|(none) 
man-1.5o1-9|(none) 
nano-1.2.4-1|(none) 
cups-libs-1.1.22-0.rc1.9.8|1 
psacct-6.3.2-35.rhel4|(none) 

parted-1.6.19-1.EL|(none) 
python-elementtree-1.2.6-4|(none) 
lockdev-1.0.1-6.1|(none) 
slocate-2.7-13.el4.6|(none) 
syslinux-2.11-1|(none) 
utempter-0.5.5-5|(none) 
xorg-x11-libs-6.8.2-1.EL.13.20|(none) 

pam_ccreds-1-3|(none) 
apmd-3.0.2-24|1 
dhcpv6_client-0.10-8|(none) 
openssh-clients-3.9p1-8.RHEL4.9|(none) 
sendmail-8.13.1-2|(none) 
iptstate-1.3-4|(none) 

nfs-utils-1.0.6-65.EL4|(none) 
quota-3.12-5|1 
up2date-4.4.50-4.centos4|(none) 
which-2.16-4|(none) 
redhat-lsb-3.0-8.EL|(none) 
elinks-0.9.2-3.2|(none) 
mutt-1.4.1-10|5 

libIDL-0.8.4-1|(none) 
gamin-0.1.1-3.EL4|(none) 
alchemist-1.0.34-1|(none) 
shared-mime-info-0.15-10|(none) 
gnome-keyring-0.4.0-1|(none) 
pygtk2-libglade-2.4.0-1|(none) 
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libgnomeui-2.8.0-1|(none) 
samba-common-3.0.10-1.4E.2|0 

perl-DateManip-5.42a-3|(none) 
perl-libwww-perl-5.79-5|(none) 
perl-XML-Encoding-1.01-26|(none) 
ghostscript-fonts-5.50-13|(none) 
ttmkfdir-3.0.9-14.1.EL|(none) 
Omni-foomatic-0.9.1-7.1|(none) 

chkfontpath-1.10.0-2|(none) 
system-config-printer-0.6.116.4-1|(none) 
xorg-x11-xauth-6.8.2-1.EL.13.20|(none) 
system-config-services-0.8.15-1|(none) 
sox-12.17.5-3|(none) 
system-config-lvm-1.0.5-1.0|(none) 
system-config-language-1.1.8-1|(none) 

system-config-soundcard-1.2.10-2.EL4|(none) 
nmap-3.70-1|2 
zsh-4.2.0-3.EL.3|(none) 
arptables_jf-0.0.8-2|0 
compat-db-4.1.25-9|(none) 
glibc-kernheaders-2.4-9.1.98.EL|(none) 
snort-2.6.0-1|1 

graphviz-2.13.20061211.0540-1.el3|(none) 
pvs-3.0.1-1|(none) 
hwdata-0.146.12.EL-1|(none) 
libgcc-3.4.4-2|(none) 
rootfiles-8-1|(none) 
filesystem-2.3.0-1|(none) 

termcap-5.4-3|1 
glibc-common-2.3.4-2.13|(none) 
audit-libs-1.0.3-6.EL4|(none) 
bzip2-libs-1.0.2-13.EL4.2|(none) 
e2fsprogs-1.35-12.2.EL4|(none) 
ethtool-1.8-4|(none) 
gdbm-1.8.0-24|(none) 

hdparm-5.7-2|(none) 
libattr-2.4.16-3|(none) 
libcap-1.10-20|(none) 
device-mapper-1.01.04-1.0.RHEL4|(none) 
libsepol-1.1.1-2|(none) 
libstdc++-3.4.4-2|(none) 
gmp-4.1.4-3|(none) 

mingetty-1.07-3|(none) 
bash-3.0-19.2|(none) 
centos-release-4-2.1|6 
keyutils-0.3-1|(none) 
less-382-4|(none) 
pcre-4.5-3.2.RHEL4|(none) 

perl-Filter-1.30-6|(none) 
psmisc-21.4-4|(none) 
setserial-2.17-17|(none) 
newt-0.51.6-5|(none) 
vim-minimal-6.3.046-0.40E.7|1 
file-4.10-2|(none) 
cpio-2.5-8.RHEL4|(none) 

ed-0.2-36|(none) 
gawk-3.1.3-10.1|(none) 
coreutils-5.2.1-31.2|(none) 
grub-0.95-3.5|(none) 
krb5-libs-1.3.4-17|(none) 
openssl-0.9.7a-43.2|(none) 
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readline-4.3-13|(none) 
pyxf86config-0.3.19-1|(none) 

rpm-libs-4.3.3-11_nonptl|(none) 
shadow-utils-4.0.3-53.RHEL4|2 
dbus-glib-0.22-12.EL.5|(none) 
rpm-4.3.3-11_nonptl|(none) 
tar-1.14-8.RHEL4|(none) 
cracklib-dicts-2.7-29|(none) 

authconfig-4.6.10-rhel4.1|(none) 
selinux-policy-targeted-1.17.30-2.110|(none) 
SysVinit-2.85-34.3|(none) 
hotplug-2004_04_01-7.6|3 
cyrus-sasl-2.1.19-5.EL4|(none) 
lvm2-2.01.14-2.0.RHEL4|(none) 
libuser-0.52.5-1|(none) 

udev-039-10.10.EL4|(none) 
kudzu-1.1.95.15-1|(none) 
kernel-2.6.9-22.EL|(none) 
usermode-1.74-1|(none) 
system-config-mouse-1.2.9-1|(none) 
cryptsetup-0.1-4|(none) 
man-pages-1.67-7.EL4|(none) 

dump-0.4b39-3.EL4.2|(none) 
bluez-libs-2.10-2|(none) 
dos2unix-3.1-21|(none) 
eject-2.0.13-11|(none) 
glib-1.2.10-15|1 
lha-1.14i-17|(none) 

acl-2.2.23-5|(none) 
libgcrypt-1.2.0-3|(none) 
libusb-0.1.8-3|(none) 
lsof-4.72-1.1|(none) 
bluez-bluefw-1.0-6|(none) 
crontabs-1.10-7|(none) 
diskdumputils-1.1.9-4|(none) 

mt-st-0.8-1|(none) 
mtr-0.54-10|2 
OpenIPMI-libs-1.4.14-1.4E.7|(none) 
pam_smb-1.1.7-5|(none) 
pax-3.0-9|(none) 
aspell-en-0.51-11|50 
numactl-0.6.4-1.13|(none) 

logrotate-3.7.1-5.RHEL4|(none) 
rdate-1.4-2|(none) 
redhat-menus-3.7.1-2|(none) 
rsh-0.17-25.3|(none) 
schedutils-1.4.0-2|(none) 
netconfig-0.8.21-1.1|(none) 

setuptool-1.17-2|(none) 
symlinks-1.2-22|(none) 
tcp_wrappers-7.6-37.2|(none) 
tmpwatch-2.9.1-1|(none) 
unix2dos-2.2-24.1|(none) 
wireless-tools-27-0.pre25.4.EL4|1 
zip-2.3-27|(none) 

freetype-2.1.9-1|(none) 
binutils-2.15.92.0.2-15|(none) 
gpm-1.20.1-66|(none) 
jwhois-3.2.2-6.EL4.1|(none) 
libpng-1.2.7-1|2 
libxml2-2.6.16-6|(none) 
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logwatch-5.2.2-1.EL4.1|(none) 
make-3.80-5|1 

mgetty-1.1.31-2|(none) 
mtools-3.9.9-9|(none) 
nss_db-2.2-29|(none) 
bind-utils-9.2.4-2|20 
OpenIPMI-1.4.14-1.4E.7|(none) 
pinfo-0.6.8-7|(none) 

bc-1.06-17.1|(none) 
lftp-3.0.6-3|(none) 
gettext-0.14.1-13|(none) 
pyOpenSSL-0.6-1.p23|(none) 
python-urlgrabber-2.9.6-2|(none) 
jpackage-utils-1.6.0-2jpp_3rh|0 
minicom-2.00.0-19|(none) 

rpm-python-4.3.3-11_nonptl|(none) 
sqlite-3.2.2-1|(none) 
stunnel-4.05-3|(none) 
sysreport-1.3.15-5|(none) 
time-1.7-25|(none) 
wget-1.10.1-2.4E.1|(none) 
xmlsec1-openssl-1.2.6-3|(none) 

xorg-x11-Mesa-libGL-6.8.2-1.EL.13.20|(none) 
libwvstreams-3.75.0-2|(none) 
pam_krb5-2.1.8-1|(none) 
acpid-1.0.3-2|(none) 
bluez-utils-2.10-2.1|(none) 
dhclient-3.0.1-12_EL.centos4|7 

ipsec-tools-0.3.3-6|(none) 
autofs-4.1.3-155|1 
gnupg-1.2.6-1|(none) 
openssh-3.9p1-8.RHEL4.9|(none) 
netdump-0.7.7-3|(none) 
portmap-4.0-63|(none) 
mdadm-1.6.0-2|(none) 

iptables-1.2.11-3.1.RHEL4|(none) 
libpcap-0.8.3-10.RHEL4|14 
NetworkManager-0.3.1-3|(none) 
pciutils-2.1.99.test8-3.1|(none) 
ppp-2.4.2-6.4.RHEL4|(none) 
rp-pppoe-3.5-22|(none) 
tcpdump-3.8.2-10.RHEL4|14 

system-config-network-tui-1.3.22-1|(none) 
vixie-cron-4.1-36.EL4|4 
wvdial-1.54.0-3|(none) 
cups-1.1.22-0.rc1.9.8|1 
ypbind-1.17.2-3|3 
yum-2.4.0-1.centos4|(none) 

neon-0.24.7-4|(none) 
fetchmail-6.2.5-6.el4.2|(none) 
gnome-mime-data-2.4.1-5|(none) 
libart_lgpl-2.3.16-3|(none) 
alsa-lib-1.0.6-5.RHEL4|(none) 
esound-0.2.35-2|1 
perl-URI-1.30-4|(none) 

libbonobo-2.8.0-2|(none) 
pyorbit-2.0.1-1|(none) 
4Suite-1.0-3|(none) 
pango-1.6.0-9|(none) 
GConf2-2.8.1-1|(none) 
libglade2-2.4.0-5|(none) 
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pygtk2-2.4.0-1|(none) 
gnome-vfs2-2.8.2-8.2|(none) 

libbonoboui-2.8.0.99cvs20040929-2|(none) 
gnome-python2-2.6.0-3|(none) 
gnome-python2-canvas-2.6.0-3|(none) 
samba-client-3.0.10-1.4E.2|0 
enscript-1.6.1-28.3|(none) 
perl-HTML-Tagset-3.03-30|(none) 

perl-Parse-Yapp-1.05-32|(none) 
perl-XML-Parser-2.34-5|(none) 
perl-XML-Dumper-0.71-2|(none) 
perl-libxml-enno-1.02-31|(none) 
psutils-1.17-23|(none) 
Omni-0.9.1-7.1|(none) 
ttfprint-0.9-13|(none) 

VFlib2-2.25.6-25|(none) 
foomatic-3.0.2-3|(none) 
lm_sensors-2.8.7-2|(none) 
xorg-x11-xfs-6.8.2-1.EL.13.20|(none) 
urw-fonts-2.2-6.1|(none) 
hpijs-1.6-2|(none) 
hal-cups-utils-0.5.2-8|(none) 

libwnck-2.8.1-1.rhel4.1|(none) 
system-config-nfs-1.2.8-1|(none) 
usermode-gtk-1.74-1|(none) 
libogg-1.1.2-1|2 
alsa-utils-1.0.6-4|(none) 
comps-extras-10.1-1|(none) 

ntp-4.2.0.a.20040617-4|(none) 
authconfig-gtk-4.6.10-rhel4.1|(none) 
system-config-keyboard-1.2.5-1|(none) 
system-config-network-1.3.22-1|(none) 
system-config-rootpassword-1.1.6-1|(none) 
system-config-users-1.2.27-0.EL4.1|(none) 
open-1.4-21|(none) 

OpenIPMI-tools-1.4.14-1.4E.7|(none) 
bluez-pin-0.23-3|(none) 
ckermit-8.0.209-9|(none) 
openldap-clients-2.2.13-3|(none) 
ethereal-0.10.12-1.EL4.1|(none) 
thunder-2.0.2-es3|(none) 
compat-libcom_err-1.0-5|(none) 

libtool-libs-1.5.6-4.EL4.1.c4.3|(none) 
kernel-devel-2.6.9-34.EL|(none) 
glibc-common-2.3.4-2.19|(none) 
kernel-2.6.9-34.EL|(none) 
Nessus-3.0.4-es4|(none) 
graphviz-gd-2.13.20061211.0540-1.el3|(none) 

indexhtml-4-2.centos4|3 
setup-2.5.37-1.3|(none) 
tzdata-2005m-1.EL4|(none) 
beecrypt-3.1.0-6|(none) 
elfutils-libelf-0.97-5|(none) 
glib2-2.4.7-1|(none) 
libacl-2.2.23-5|(none) 

dmraid-1.0.0.rc8-1_RHEL4_U2|(none) 
db4-4.2.52-7.1|(none) 
mktemp-1.5-20|2 
iproute-2.6.9-3|(none) 
net-tools-1.60-37.EL4.6|(none) 
popt-1.9.1-11_nonptl|(none) 
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slang-1.4.9-8|(none) 
zlib-1.2.1.2-1.2|(none) 

diffutils-2.8.1-12|(none) 
grep-2.5.1-31|(none) 
gzip-1.3.3-15.rhel4|(none) 
procps-3.2.3-8.2|(none) 
rhpl-0.148.3-1|(none) 
dbus-0.22-12.EL.5|(none) 

sysklogd-1.4.1-26_EL|(none) 
pam-0.77-66.11|(none) 
setools-1.5.1-5|(none) 
initscripts-7.93.20.EL-1.centos4|(none) 
openldap-2.2.13-3|(none) 
hal-0.4.2-1.EL4|(none) 
prelink-0.3.3-0.EL4|(none) 

centos-yumconf-4-4.3|(none) 
rmt-0.4b39-3.EL4.2|(none) 
bluez-hcidump-1.11-1|(none) 
finger-0.17-26|(none) 
attr-2.4.16-3|(none) 
libjpeg-6b-33|(none) 
mailx-8.1.1-33|(none) 

anacron-2.3-32|(none) 
nc-1.10-22|(none) 
pam_passwdqc-0.7.5-2|(none) 
aspell-0.50.5-3.fc3|12 
desktop-file-utils-0.9-2|(none) 
rdist-6.1.5-38.40.1|1 

rsync-2.6.3-1|(none) 
ntsysv-1.3.13.2-1|(none) 
talk-0.17-26|(none) 
traceroute-1.4a12-24|(none) 
words-3.0-3|(none) 
fontconfig-2.2.3-7|(none) 
groff-1.18.1.1-3|(none) 

libtiff-3.6.1-8|(none) 
m4-1.4.1-16|(none) 
irda-utils-0.9.16-3|(none) 
bind-libs-9.2.4-2|20 
pdksh-5.2.14-30.3|(none) 
ftp-0.17-22|(none) 
libxml2-python-2.6.16-6|(none) 

rhnlib-1.8.1-1.p23.1|(none) 
nscd-2.3.4-2.13|(none) 
python-sqlite-1.1.6-1|(none) 
tcsh-6.13-9|(none) 
xmlsec1-1.2.6-3|(none) 
at-3.1.8-78_EL4|(none) 

sudo-1.6.7p5-30.1.3|(none) 
cyrus-sasl-plain-2.1.19-5.EL4|(none) 
isdn4k-utils-3.2-18.p1.1|(none) 
nss_ldap-226-6|(none) 
openssh-server-3.9p1-8.RHEL4.9|(none) 
kernel-utils-2.4-13.1.69|1 
mkbootdisk-1.5.2-1|(none) 

pcmcia-cs-3.2.7-3.2|(none) 
system-config-securitylevel-tui-1.4.19.2-1|(none) 
vconfig-1.8-4|(none) 
xinetd-2.3.13-4.4E.1|2 
yp-tools-2.8-7|(none) 
cadaver-0.22.1-3|(none) 
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atk-1.8.0-2|(none) 

audiofile-0.2.6-1|1 
ORBit2-2.12.0-3|(none) 
PyXML-0.8.3-6|(none) 
gtk2-2.4.13-16|(none) 
libgnomecanvas-2.8.0-1|(none) 
libgnome-2.8.0-2|(none) 
gnome-python2-bonobo-2.6.0-3|(none) 

mpage-2.5.4-2|(none) 
perl-HTML-Parser-3.35-6|(none) 
perl-libxml-perl-0.07-30|(none) 
pnm2ppa-1.04-11|1 
a2ps-4.13b-41|(none) 
xorg-x11-font-utils-6.8.2-1.EL.13.20|(none) 

net-snmp-5.1.2-11.EL4.6|(none) 
ghostscript-7.07-33|(none) 
startup-notification-0.7-1|(none) 
system-config-securitylevel-1.4.19.2-1|(none) 
libvorbis-1.1.0-1|1 
dbus-python-0.22-12.EL.5|(none) 
system-config-date-1.7.15-0.RHEL4.1|(none) 

system-config-packages-1.2.23-1|(none) 
system-logviewer-0.9.12-0.2|(none) 
xdelta-1.1.3-15|(none) 
screen-4.0.2-5|(none) 
comps-4.2CENTOS-0.20051011|2 
compat-libstdc++-33-3.2.3-47.3|(none) 
libcap-devel-1.10-20|(none) 

SecurityCenter-3.2-es3|(none) 
 
Plugin ID : 22869 
 

"Check if var HOME_NET entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
 
Plugin ID : 21157 

 

"Check if var EXTERNAL_NET entry in /etc/snort/snort.conf is correct. " : 

[PASSED] 
 
Plugin ID : 21157 
 

"Check if var DNS_SERVERS entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
 
Plugin ID : 21157 

 

"Check if var SMTP_SERVERS entry in /etc/snort/snort.conf is correct. " : 

[PASSED] 
 
Plugin ID : 21157 
 

"Check if var HTTP_SERVERS entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
 
Plugin ID : 21157 

 

"Check if var SQL_SERVERS entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
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Plugin ID : 21157 

 

"Check if var TELNET_SERVERS entry in /etc/snort/snort.conf is correct. " : 

[PASSED] 
 
Plugin ID : 21157 
 

"Check if var SNMP_SERVERS entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
 
Plugin ID : 21157 

 

"Check if var HTTP_PORTS entry in /etc/snort/snort.conf is correct. " : 

[PASSED] 
 
Plugin ID : 21157 
 

"Check if var SHELLCODE_PORTS entry in /etc/snort/snort.conf is correct. 
" : [PASSED] 
 
Plugin ID : 21157 

 

"Check if var ORACLE_PORTS entry in /etc/snort/snort.conf is correct. " : 

[PASSED] 
 
Plugin ID : 21157 
 

"Check if var AIM_SERVERS entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
 
Plugin ID : 21157 

 

"Check if var RULE_PATH entry in /etc/snort/snort.conf is correct. " : 

[PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor flow: stats_interval 0 hash 2 entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if preprocessor frag3_global: max_frags 65536 entry 

in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor frag3_engine: policy first detect_anomalies entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if preprocessor stream4: disable_evasion_alerts entry 

in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor stream4_reassemble entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
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Plugin ID : 21157 
 

"Check if preprocessor http_inspect: global \ entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor http_inspect_server: server default \ entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 

Plugin ID : 21157 
 

"Check if preprocessor rpc_decode: 111 32771 entry in /etc/snort/snort.conf 
is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor ftp_telnet: global \ entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 

Plugin ID : 21157 
 

"Check if preprocessor ftp_telnet_protocol: telnet \ entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor ftp_telnet_protocol: ftp server default \ entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 

Plugin ID : 21157 
 

"Check if preprocessor ftp_telnet_protocol: ftp client default \ entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if preprocessor smtp: \ entry in /etc/snort/snort.conf is correct. " : 
[PASSED] 
 

Plugin ID : 21157 
 

"Check if preprocessor sfportscan: proto { all } \ entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include classification.config entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 

Plugin ID : 21157 
 

"Check if include reference.config entry in /etc/snort/snort.conf is correct. 
" : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/local.rules entry in /etc/snort/snort.conf is 
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correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/bad-traffic.rules entry in /etc/snort/snort.conf 
is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/exploit.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/scan.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/finger.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/ftp.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/telnet.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/rpc.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/rservices.rules entry in /etc/snort/snort.conf 
is correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/dos.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/ddos.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/dns.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
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"Check if include $RULE_PATH/tftp.rules entry in /etc/snort/snort.conf is 

correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/web-cgi.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if include $RULE_PATH/web-coldfusion.rules entry 

in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/web-iis.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if include $RULE_PATH/web-frontpage.rules entry 

in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/web-misc.rules entry in /etc/snort/snort.conf 
is correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if include $RULE_PATH/web-client.rules entry in /etc/snort/snort.conf 

is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/web-php.rules entry in /etc/snort/snort.conf 
is correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if include $RULE_PATH/sql.rules entry in /etc/snort/snort.conf is 

correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/x11.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 

 

"Check if include $RULE_PATH/icmp.rules entry in /etc/snort/snort.conf is 

correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/netbios.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
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"Check if include $RULE_PATH/misc.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/attack-responses.rules entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/oracle.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/mysql.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/snmp.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/smtp.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/pop2.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/pop3.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/nntp.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/other-ids.rules entry in /etc/snort/snort.conf 
is correct. " : [PASSED] 
 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/virus.rules entry in /etc/snort/snort.conf is 
correct. " : [PASSED] 

 
Plugin ID : 21157 
 

"Check if include $RULE_PATH/experimental.rules entry 
in /etc/snort/snort.conf is correct. " : [PASSED] 
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Plugin ID : 21157 

 

Information about this scan :  

 
Nessus version : 3.0.5 
Plugin feed version : 200702131215 
Type of plugin feed : Direct 
Scanner IP : 192.168.11.4 
Port range : default 

Thorough tests : no 
Experimental tests : no 
Paranoia level : 1 
Report Verbosity : 1 
Safe checks : yes 
Max hosts : 20 
Max checks : 4 

Scan duration : unknown (ping_host.nasl not launched?) 
 
Plugin ID : 19506 
 

ssh (22/tcp) Remote SSH version : SSH-1.99-OpenSSH_3.9p1 
 
Remote SSH supported authentication : publickey,gssapi-with-mic,password 

 
 
Plugin ID : 10267 
 

The remote SSH daemon supports the following versions of the 
SSH protocol : 
 
. 1.33 

. 1.5 

. 1.99 

. 2.0 
 
 
SSHv1 host key fingerprint : 
a0:5b:c2:47:fa:e0:67:c4:33:bd:26:18:82:82:d2:20 

SSHv2 host key fingerprint : 
dd:86:14:a8:e2:32:d6:4c:7c:53:5a:c4:c4:1c:42:9b 
 
Plugin ID : 10881 
 

Synopsis : 
 
The remote service offers an insecure cryptographic protocol 
 

Description : 
 
The remote SSH daemon supports connections made 
using the version 1.33 and/or 1.5 of the SSH protocol. 

 
These protocols are not completely cryptographically 
safe so they should not be used. 
 

Solution:  
 
Disable compatiblity with version 1 of the protocol. 
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Risk Factor : 

 
Low / CVSS Base Score : 3  
(AV:R/AC:H/Au:NR/C:P/A:N/I:N/B:C) 
CVE : CVE-2001-0361 
BID : 2344 
Plugin ID : 10882 
 

http (80/tcp) The remote web server type is : 
 
Apache/2.0.55 (Unix) mod_ssl/2.0.55 OpenSSL/0.9.8d PHP/5.2.0 
 
 

Solution: You can set the directive 'ServerTokens Prod' to limit 
the information emanating from the server in its response headers. 
Plugin ID : 10107 
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